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1
USING A TOKEN CODE TO CONTROL
ACCESS TO DATA AND APPLICATIONS IN A
MOBILE PLATFORM

FIELD

The field relates generally to cryptography, and more par-
ticularly to mobile data and application protection.

BACKGROUND

Authentication tokens are commonly used for authenticat-
ing a user to a server over an insecure channel. By way of
illustration, an authentication token shares one or more items
of information with an authentication server, wherein such
information is typically not known to other entities, and
wherein such information allows the generation and verifica-
tion of at least parts of an authentication string. This authen-
tication string commonly includes, or is a function of, infor-
mation that is memorized by the owner of the token and also
stored on the server. The authentication can include a variety
of formats, such as interactive (for example, a challenge-
response format) or non-interactive (for example, no infor-
mation is sent from the server to the user/token in order to
complete the generation of the authentication string).

In a common scenario, information that constitutes an
authentication attempt is sent over a potentially insecure com-
munication link, such as a wireless or wired network. In one
example, a user in possession of an authentication token aims
to access a resource controlled by a server. The server can be
assumed to be secure against attacks, thereby rendering the
secret information stored by the server as precluded from
being compromised and used for purposes of impersonation
of the user in question. The above-mentioned resource may
include, for example, a database, an electronic mail (e-mail)
account, a storage unit, and/or processing ability.

Systems such as detailed above, however, may not be effec-
tive when the authentication server is not available, or may be
impractical if the resource to which access is desired is a
device of which the token owner is in possession. Under such
circumstances, it would be beneficial if the device were able
to verity the authentication code without interaction with the
remote authentication server. However, if the device (such as,
for example, a mobile phone or smart phone) is lost, stolen, or
otherwise controlled by an attacker (or unwanted party other
than the owner/user), this attacker could potentially obtain
and use verification information (that is, the token) to attempt
to impersonate the owner/user to the remote authentication
server.

Accordingly, a need exists to protect data on a mobile
device without keeping or storing the key (that is, the key
responsible for encrypting the data sought for protection) on
the mobile device.

SUMMARY

One or more illustrative embodiments of the present inven-
tion provide techniques for using a token code to control
access to data and applications in a mobile platform.

In accordance with an aspect of the invention, a method is
provided comprising the steps of processing authentication
information via a cryptographic operation to generate an out-
put, partitioning the output into (i) acomponent that identifies
the authentication information and (i) an encryption key
component, encrypting an item of cryptographic information
via the encryption key component, and storing the component
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2

that identifies the authentication information and the
encrypted item of cryptographic information.

In accordance with another aspect of the invention, a
method is provided comprising the steps of processing
authentication information via a cryptographic operation to
generate an output, partitioning the output into (i) a compo-
nent that identifies the authentication information and (ii) a
decryption key component, determining whether the compo-
nent that identifies the authentication information matches a
stored component, and decrypting a stored encrypted item of
cryptographic information via the decryption key component
if the component that identifies the authentication informa-
tion matches a stored component, wherein the stored
encrypted item of cryptographic information is associated
with the stored component.

The data protection techniques of the illustrative embodi-
ments overcome one or more of the problems associated with
the conventional techniques described previously. These and
other features and advantages of the present invention will
become more readily apparent from the accompanying draw-
ings and the following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram illustrating an example network envi-
ronment in which one or more embodiments of the present
invention can operate;

FIG. 2 is a diagram illustrating an example embodiment of
the invention;

FIG. 3 is a diagram illustrating an example embodiment of
the invention;

FIG. 4 is a diagram illustrating an example embodiment of
the invention;

FIG. 5 is a flow diagram illustrating techniques according
to an embodiment of the invention;

FIG. 6 is a block diagram illustrating an example embodi-
ment of the invention;

FIG. 7 is a block diagram illustrating an example embodi-
ment of the invention;

FIG. 8 is a flow diagram illustrating techniques according
to an embodiment of the present invention;

FIG. 9 is a flow diagram illustrating techniques according
to an embodiment of the present invention;

FIG. 10 shows an example embodiment of a communica-
tion system that may incorporate at least one embodiment of
the invention; and

FIG. 11 illustrates one possible implementation of a given
client-side computing device, authentication authority, pro-
tected resource or another processing device detailed in con-
junction with at least one embodiment of the invention.

DETAILED DESCRIPTION

As will be described, the present invention, in one or more
illustrative embodiments, provides techniques for using a
token code to control access to data and applications in a
mobile platform. In at least one embodiment of the invention,
a server downloads a series of authentication records to a
mobile device (such as a mobile phone or a smart phone) that
has been authenticated to the server. As described in greater
detail herein, a cryptographic function (such as a hash algo-
rithm, an encryption, etc.) canreceive, as input, a token output
value, a salt value and a pepper value. The resulting output, a
portion of which is downloaded from the server, is stored on
the mobile device as part of a record. Accordingly, the par-
ticular user is authenticated to the mobile device if the token
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output is provided by the user and a cryptographic function
output of the token data, salt value, and pepper value matches
the record.

Tlustrative embodiments of the present invention will be
described herein with reference to exemplary communication
systems and associated processing devices. It is to be appre-
ciated, however, that the invention is not restricted to use with
the particular illustrative system and device configurations
shown.

Accordingly, the term “communication system,” as used
herein, is intended to be broadly construed so as to encompass
any type of system in which multiple processing devices can
communicate with one another. Also, the term “cryptographic
device,” as used herein, is intended to be construed broadly so
as encompass any type of processing device that incorporates
cryptographic functionality (such as a computer, server,
mobile device, radio-frequency identification (RFID) tag or
reader, authentication token, etc.).

Additionally, the term “authentication server” should be
understood to encompass any type of processing device or set
of such devices that is operative to authenticate a passcode
provided by an authentication token or other type of crypto-
graphic device. As used herein, an “authentication server”
need not be a network-based server, and may be implemented
as a portion of a device that performs other functions, as a
combination of multiple servers or other devices, or in other
forms.

Also, the term “authentication information,” as used
herein, is intended to include passwords, passcodes, answers
to life questions, or other authentication credentials, or values
derived from such authentication credentials, or more gener-
ally any other information that a user may be required to
submit in order to obtain access to an access-controlled appli-
cation. Similarly, the term “passcode,” as used herein, is
intended to include authentication information such as one-
time passcodes (OTPs), or more generally any other informa-
tion that may be utilized for cryptographic authentication
purposes.

FIG. 1 illustrates an example client-side computing device
(CSCD) 110 communicating with a protected resource 170a
over a network 160. As detailed further below, at least one
embodiment of the invention can also include a CSCD 110
that includes a protected resource 1705 residing thereon. Inan
example implementation, a user must authenticate with one
or a plurality of authentication servers 150-1 through 150-N
(hereinafter, collectively referred to as authentication servers
150) using a token generated by a security token generator
130 (hereinafter, referred to as security token 130) before
obtaining access to protected resource 170a and/or 1705
(hereinafter, collectively referred to as protected resource 170
unless otherwise specified). Additionally, in accordance with
one or more embodiments of the invention, a proxy device
120 can be utilized to communicate with CSCD 110 and
authentication servers 150. In addition to the configuration
depicted in FIG. 1, the proxy device 120 can also, in one or
more embodiments of the invention, be deployed on the
authentication server(s) 150 and/or on the network 160. The
proxy device is described further herein, particularly as
detailed in connection with FIG. 5.

As indicated above, in at least one example embodiment of
the invention described herein, a CSCD 110 can include a
mobile device such as amobile phone, a smart phone, a tablet,
etc. Additionally, as depicted in FIG. 1, the network 160, may
comprise, for example, a global computer network such as the
Internet, a wide area network (WAN), a local area network
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(LAN), a satellite network, a telephone or cable network, or
various portions or combinations of these and other types of
networks.

According to one aspect of the invention, as noted above,
the user of the CSCD 110 is authenticated using a one-time
passcode generated by the security token generator 130 by
authentication servers 150. The exemplary communications
among the system elements 110, 120, 130, 150 and 170 of
FIG. 1 to achieve joint authentication by the authentication
servers 150 is discussed further below.

It is to be appreciated that a given embodiment of the
disclosed system may include multiple instances of CSCD
110, security token 130 and protected resource 170, and pos-
sibly other system components, although only single
instances of such components are shown in the simplified
system diagram of FIG. 1 for clarity of illustration.

Further, as used herein, the term “session” with a protected
resource 170 shall mean an interactive information inter-
change between a CSCD 110 and the protected resource 170.

The security token 130 is shown in FIG. 1 as being separate
from and electrically connected to the CSCD 110. The secu-
rity token 130 may be implemented, for example, using the
RSA SecurID® user authentication token commercially
available from RSA Security Inc. of Bedford, Mass., U.S.A.
The security token 130 may be a server or other type of
module that is accessible over the network 160, or it may be
a software component resident on the CSCD 110. As another
alternative, security token 130 may be distributed over mul-
tiple devices, one of which may be the CSCD 110. Also, for
example, the security token 130 can encompass a handheld
device with no connection to the other noted components, or
can encompass a software application running on the CSCD
110.

Accordingly, while at least one embodiment of the present
invention is illustrated herein using a security token 130 elec-
trically connected to the CSCD 110, such that the CSCD 110
can read a given token code (or another authentication value)
directly from the token 130, other implementations are within
the scope of the present invention (such as radio frequency
(RF), infrared, etc.), as would be apparent to a person of
ordinary skill in the art. By way of example, for security
tokens 130 that are not connectable to a computer or other
user device in this manner, the user may manually enter a
password or another value displayed by the token 130 at the
time of the attempted access.

As noted, the CSCD 110 may represent a portable device,
such as a mobile telephone, personal digital assistant (PDA),
wireless email device, game console, etc. The CSCD 110 may
alternatively represent a desktop or laptop personal computer
(PC), a microcomputer, a workstation, a mainframe com-
puter, a wired telephone, a television set top box, or any other
information processing device which can benefit from the use
of authentication techniques in accordance with the inven-
tion.

The CSCD 110 may also be referred to herein as simply a
“user.” The term “user,” as used in this context, should be
understood to encompass, by way of example and without
limitation, a user device, a person utilizing or otherwise asso-
ciated with the device, or a combination of both. An operation
described herein as being performed by a user may therefore,
for example, be performed by a user device, a person utilizing
or otherwise associated with the device, or by a combination
of both the person and the device. Similarly, a password or
other authentication information described as being associ-
ated with auser may, for example, be associated with a CSCD
device 110, a person utilizing or otherwise associated with the
device, or a combination of both the person and the device.
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As also depicted in FIG. 1, the authentication servers 150
are typically associated with a third party entity, such as an
authentication authority, that processes authentication
requests on behalf of web servers and other resources, as well
as verifies the authentication information that is presented by
a CSCD 110.

Further, the protected resource 170 may be, for example, an
access-controlled application, web site or hardware device. In
other words, a protected resource 170 is a resource that grants
user access responsive to an authentication process, as will be
described in greater detail below. For example, protected
resource 170a may include an access controlled file, e-mail, a
protected application, a remote application server such as a
web site or other software program or hardware device that is
accessed by the CSCD 110 over a network 160.

Additionally, in at least one embodiment of the invention,
protected resource 1705 can include one or more applications
or data residing on the CSCD 110 itself. For example, such a
protected resource 1705 can include access to a mobile data
management container for launching applications on the
CSCD 110 (such as a mobile device), which can be protected
requiring a successtul token-based authentication in order to
run the application(s) protected by the container. Further,
protected resource 1705 could also include an access con-
trolled file, e-mail, a protected application, a remote applica-
tion server such as a web site or other software program or
hardware device that is accessed by the CSCD 110 over a
network 160. Similarly, it is possible that in order to unlock
the mobile platform to perform operations, a successful
authentication with the security token would be required.

As described herein, a verifier (that is, a device that authen-
ticates a user for some purpose according to the methods
described herein) can include a mobile device that is discon-
nected from an authentication server for a period of time.
However, it should also be appreciated that a verifier can
include any device that wishes to authenticate a user without
necessarily connecting to the authentication server.

FIG. 2 is a diagram illustrating an example embodiment of
the invention. By way of illustration, FIG. 2 depicts a token
202, a mobile device 204 with an application 206 residing
thereon, a network 208 and an authentication server 210. In
the example scenario depicted in FIG. 2, the mobile device
204 can connect in real-time to the authentication server 210
(via the network 208). In one example case, if the user (of the
mobile device) wants to access the application 206 on the
mobile platform, the application 206 will prompt the user for
the necessary authentication information, including, for
example, a code being displayed on the token 202. The user
will enter authentication information (for example, a user-
name) and the code into a prompt displayed by the application
206 on the mobile device 204. The application 206 will send
the authentication information through the network 208 to the
authentication server 210 for validation. If the validation is
successful, the authentication server 210 will return a success
code to the application 206 and grant the access requested by
the user.

However, in certain situations, the mobile device 202 is
offline and/or disconnected (for example, on an airplane) and
cannot access the network 208 or the authentication server
210. Accordingly, FIG. 3 is a diagram illustrating an example
embodiment of the invention.

In this offline scenario, one or more embodiments of the
invention include making certain preparations beforehand
(that is, while the mobile device 204 is still connected to the
authentication server 210), such as illustrated in FIG. 3. At a
time before the mobile device 204 is disconnected from the
network 208, while the mobile device 204 is still connected to
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the network 208, the application 206 communicates with the
authentication server 210 to send the authentication server
210 a series of day files 330 (or one day file with many
records).

Asused herein, a “day file” is an illustrative term that refers
to a side product of a token authentication process; namely, a
“day file” refers to a support file holding an arbitrary number
of elements depending upon the token type and any relevant
policy. For example, the RSA Securl D® user authentication
token is based on encrypting the current Greenwich Mean
Time (GMT). Accordingly, it is known that every token will
generate 1440 codes in a day (once a minute for 24 hours). In
the case of SecurID® tokens, it is convenient to package
every day’s worth of 1440 hash values into a single file, and
then create a new file for the next day. These files are referred
to as day files because they store one day’s worth of hash
codes. As such, every day that passes, the mobile device will
discard any old unneeded day files, and, if connected to the
network/server, communicate with the server to obtain a new
set of day files to top-up. That way, if the relevant policy is to
have seven days worth of day files, the user can disconnect at
any time, and his or her mobile device can perform the offline
authentication for the next seven days.

However, as noted, the Securl D® token example is merely
illustrative, and it should be appreciated that one or more
embodiments of the invention can be implemented in situa-
tions wherein the mobile device specifically asks for a certain
number of days of support, or where the server automatically
pushes the day files based on a particular policy. Also, the
term day file is, as noted, merely an illustrative term for the
broader concept of a support file, and such a file need not be
time-based. For example, tokens wherein a button is pushed
to authenticate each time a code is needed do not have a fixed
number of codes which are generated each day (yet they
would still utilize a “day file” or support file).

Referring back to FIG. 3, the application 206 will prompt
the user for the normal authentication information, including
the token code 202. This can occur, for example, transpar-
ently during a normal authentication by the user of the mobile
device 204 into the application 206. Once the user has been
authenticated by the authentication server 210, the authenti-
cation server 210 can send to the application 206 the needed
amount of day files 330. These day files 330 are stored on the
mobile device 204 by the application 206. Note that policy
considerations can control the number of days that the mobile
device 204 can be disconnected, and hence the size of the day
files storage 330. Also, if this is the first time that the day file
will be created on the mobile device 204, the entire set of day
files will be sent by the authentication server 210. Addition-
ally, in accordance with at least one embodiment of the inven-
tion, the process creating the day files, the process sending the
day files, and the authentication server can be separate related
processes which reside on the same or different systems, all
on one system, or some combination thereof.

Note that the day files 330 can be created using the cryp-
tographic function shown in FIG. 6 and described in detail
below.

FIG. 4 is a diagram illustrating an example embodiment of
the invention. Specifically, F1G. 4 depicts an extension of the
above-noted examples in FIGS. 2-3, wherein the user (mobile
device 204) is disconnected from the network 208 and
authentication server 210. By way of illustration, assume that
while offline, the user wants to authenticate to the protected
application 206. Also, for example, at least one embodiment
of'the invention can be implemented in a scenario wherein the
mobile device 204 is connected to the network 208 but cannot
access the authentication server 210. Further, at least one
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embodiment of the invention can be implemented in a sce-
nario wherein the mobile device 204 can communicate with
both the network 208 and the authentication server 210, how-
ever, by policy or some other means, the application 206
authenticates locally to the day files rather than to the authen-
tication server 210. One reason behind the existence of such
a scenario might include an objective to reduce the load on the
central authentication server or to reduce possibly costly net-
work traffic. Additionally, at least one embodiment of the
invention can be implemented in a scenario wherein local day
file authentication for low-risk applications is permitted, but
a requirement exists directing high-risk applications (for
example, a banking application) to go to the remote authen-
tication server.

Asnoted above, there is no connectivity to the network 208
or to the authentication server 210 in this instance. As a result,
the application 206 will prompt the user for the authentication
credentials as usual, and the application 206 will perform the
cryptographic function detailed in FIG. 7, in conjunction with
the day file(s) 330 previously provided by the authentication
server 210, to unlock the application.

Also, it should be noted that FIGS. 2-4 herein illustrate
embodiments of the invention implemented to protect a single
application, but one skilled in the art would appreciate that a
service can run in the mobile device which any number of
applications could leverage. Similarly, such a service could
be used to unlock a mobile device management (MDM) plat-
form or other application launchers such that a single token
code could enable an entire set of applications. Further, the
techniques detailed herein can also be used to unlock an entire
mobile platform when used with a log-in screen.

Additionally, the above-described example noted that suc-
cessful offline authentication yielding an unlock-code, but it
should be noted and appreciated by one skilled in the art that
this value could be a variety of values such as, for example, a
password, a personal identification number (PIN), or even
another key used to unlock a variety of items.

FIG. 5 is a block diagram illustrating an example embodi-
ment of the invention. By way of illustration, FIG. 5 depicts
details of components of an example electronic environment
500 involved in authentication-related activities in accor-
dance with at least one embodiment of the invention. As
illustrated, a mobile device 502 includes a user interface 503,
a network interface 505, processing circuitry 507, memory
509, and cellular phone circuitry 519. The mobile device 502
can additionally include housing (not illustrated) to serve as
protection for the identified components.

As additionally depicted in FIG. 5, a proxy device 522
includes a mobile device module 523 and a local authentica-
tion client module 525 which are linked together, as well as
other circuitry 531 such as equipment for a third party server
(for example, a web server, a database server, protected com-
puterized resources, and/or infrastructure hardware). The
local authentication client module 525 includes a storage
buffer 527 which enables the proxy device 522 to buffer OTP
files 517(a), 517(b), and so on from authentication server 533
for distribution to mobile devices such as device 502 when the
mobile devices come online from the perspective of the proxy
device 522. In addition to the configuration depicted in FIG.
5, the proxy device 522 can also, in one or more embodiments
of'the invention, be deployed on the authentication server 533
and/or on an associated network.

Referring again to FIG. 5, the network interface 505 of the
mobile device 502 is configured to connect the mobile device
502 to acommunications medium such as, for example, Wi-Fi
and/or cellular telephony. Accordingly, the network interface
505 enables the mobile device 502 to communicate with the
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other components of the electronic environment 500, includ-
ing the proxy device 522. Additionally, the user interface 503
is configured to receive user input and provide user output.
One or more embodiments of the invention can include com-
ponents such as a display screen, a capacitive touch display,
and a push-button keyboard implemented for use in connec-
tion with the user interface 503.

The memory 509 of the mobile device 502 is configured to
store one or more software constructs including, for example,
an operating system 511, an authentication application 513,
data for protected computerized resources 515 (documents,
restricted applications, etc.), OTP files 517, as well as other
suitable or relevant material. Further, the processing circuitry
507 is configured to operate in accordance with the software
constructs stored in the memory 509. By way of example,
when the processing circuitry 507 runs the operating system
511, the processing circuitry 507 provides a secure electronic
platform on which a user is able to carry out work. Such an
electronic platform is capable of operating as a container to
protect data and requiring user authentication before permit-
ting access. Further, when the processing circuitry 507 runs
the authentication application 513, the processing circuitry
507 communicates with the proxy device 522 in a secure
manner, for example, to obtain an OTP file 517. It should be
appreciated that the processing circuitry 507 can include one
or more processors running specialized software, such as
detailed in connection with the techniques described herein.
Additionally, the proxy device 522 can also be implemented
using processing circuitry capable of operating in accordance
with an application delivered via a computer program prod-
uct, such as generally described herein.

Additionally, as depicted in FIG. 5, the cellular phone
circuitry 519 allows the user to establish cellular phone calls
with other callers having remote devices, as would be appre-
ciated by one skilled in the art. Further, while in many sce-
narios the components depicted in FIG. 5 are able communi-
cate with each other, it should be noted that there may be
instances wherein a communications channel (such as 582) is
not available, and thus, one or more of the components will
temporarily exist in an offline state. By way of example, the
mobile device 502 may enter a geographical location that
does not have a sufficient wireless network, or the authenti-
cation server 533 may become unavailable during a hardware
failure or a loss of network access. However, as depicted in
FIG. 5 (and described herein), once the mobile device 502 is
able to obtain a valid OTP file 517, the user of the mobile
device 502 is able to perform local user authentication to
access protected resources even if the mobile device 502 is in
an offline state.

Accordingly, FIG. 5 depicts the mobile device 502 in an
offline state where no communications channel exists to the
proxy device 522. The mobile device 502, however, is provi-
sioned with the authentication application 513 and the OTP
file 517 holding expected OTPs (as described above, for
example). The mobile device 502, as seen in FIG. 5, can send
a signal 580 to the proxy device 522, but such signal 580 fails
to successfully contact the proxy device 522. As noted above,
reasons for the lack of connection might include difficulty
reaching a cell tower, being out of range of a wireless net-
work, etc.

Consequently, the processing circuitry 507 of the mobile
device 522 performs a local authentication operation using
the OTP file 517 stored in the memory 509. In at least one
embodiment of the invention, for example, the processing
circuitry 507 runs the authentication application 513 (also
stored in the memory 509), which directs the user of the
mobile device 502 to enter an OTP 520 via the user interface
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503. In response to the input of the OTP 520, the authentica-
tion application 513 compares the user-provided OTP 520
with one or more appropriate expected OTPs in the OTP file
517 (which is also stored in the memory 509).

Additionally, in at least one embodiment of the invention,
the processing circuitry 507 also obtains a current time value
and identifies, from the OTP file 517, certain time-indexed
OTPs corresponding to windows of time covering the current
time value. The processing circuitry 507 also compares the
user-provided OTP 520 to each time-indexed OTP of the
particular time-indexed OTPs from the OTP file 517 to deter-
mine whether user authentication is successful. If a match is
determined in this comparison, the authentication application
513 deems the user to have successfully authenticated in an
offline manner. Subsequently, the authentication application
513 permits the user to access the protected computerized
resource 515 that is also stored in the memory 509.

Further, in at least one embodiment of the invention, the
authentication application 513 caches the result of the authen-
tication process detailed above, and transmits said result to
the authentication server 533 via the proxy device 522 when
the mobile device 502 returns to an online state.

Additionally, one or more embodiments of the invention
include enabling the proxy device 522 to reformat and add
content to authentication files. Atleast one embodiment of the
invention can also include running an initial cryptography
activity on the mobile device 502 to establish central process-
ing unit (CPU) strength to determine the correct pepper to use
in sending an analysis to an authentication server, as well as to
use when files are generated for download. A policy can also
be added on top of that cryptography analysis indicating that
a particular file be wiped off the device, or not loaded to the
device based on the strength of the system.

At least one embodiment of the invention includes assess-
ing the CPU strength at every given time interval based on a
password, and sending this assessed CPU strength to the
server. Also, every corresponding authentication time can be
collected and sent to the server as well. Additionally, at least
one embodiment of the invention includes creating a list of
devices along with each device’s corresponding pepper
strength, and sending this list to a policy server as assurance
levels. Based on the list, the policy server can decide which
files can go (that is, are permitted to reside) on a device, or if
an MDM is needed to flush the files.

Additionally, at least one embodiment of the invention can
also include removing a salt value (as described further
herein) from the device remotely, forcing the user to success-
fully authenticate to get a new salt value on the device to
access certain files. Further, the feedback of a crypto-analysis
used to guess a pepper value (as also further described herein)
can be utilized as feedback to the system to increase key size
and strength.

Referring back to FIG. 5, at least one embodiment of the
invention includes the mobile device 502 (via, for example a
mobile application installed thereon) sending a passcode to a
listener component of the mobile device module 523 on the
proxy device 522. The listener component of the mobile
device module 523 sends the pass code to the local authenti-
cation client 525, which interacts with the authentication
server 533 to authenticate the passcode and download the
corresponding day files. The local authentication client 525
then returns an authentication decision to the listener compo-
nent of the mobile device module 523. The proxy device 522
reads and decrypts the day files, and subsequently returns the
authentication decision and the decrypted day files to the
mobile device 502.

25

40

45

55

10

As also detailed above in connection with FIGS. 2-3, FIG.
6 is a flow diagram illustrating techniques carried out by an
authentication server according to an embodiment of the
invention. The cryptographic function depicted in FIG. 6
shows that for every possible token code 602 (or for every
emergency access code 604), a SHA-256 hash 616 is created
by hashing the token code 602 together with a salt value 606,
apepper value 608, and any additional (or required) data 611.

In accordance with at least one embodiment of the inven-
tion, an emergency access code 604 can include passwords
and/or numeric codes which the administrator can provide to
auser over the phone if the user, for example, loses his or her
token while disconnected. Emergency access codes 604 func-
tion similarly to passcodes 602, although there can be a lim-
ited number of emergency access codes 604 (for example, one
per day file, which would only be useful for one day). This
allows access to the application in an emergency situation, but
would require the user to obtain this code from the adminis-
trator out of band—such as via a phone call.

Also, a salt value includes a random number which will be
known to both the generator of the day file and the validator
(the entity checking for a correct token code when offline).
Salt is used to make each instance of the day file unique. A
pepper value includes another random number generated by
the system creating the day files, but the pepper value is
unknown to the validator (as further described in conjunction
with FIG. 7). Pepper is used, for example, to make cracking
the day files more laborious for an attacker. Because the
pepper value is unknown to the validator, the validator will
need to perform a brute force attack to crack the pepper value
during the authentication of a token code when offline. Addi-
tionally, the length of the pepper value can vary depending
upon the processing capability of the mobile platform.

As also illustrated in FIG. 6, after the SHA-256 is run
across the token code 602, salt 606, and pepper 608 (plus any
additional data 611), the resulting 256-bit hash digest 618 is
split into two parts. The two parts need not be of equal size,
but in the illustrative example depicted in FIG. 6, one part is
a 128-bit value 620 used as an identifier (corresponding to the
token code used as input) and is stored in the day file 670. The
other part of the hash digest is used as a 128-bit encrypt-key
622 that will be used to encrypt a secret 650. The secret 650
can encompass a key, an activation code, a password, etc.,
such as a component used or required to access data or an
application on a mobile platform.

After the encrypt-key 622 is used to encrypt (via step 651)
the secret 650—creating an encrypted secret 652—the
encrypt-key 622 is destroyed (or simply not re-used), and the
encrypted secret 652 is stored in the day file 670 and associ-
ated with the identifier 620. Accordingly, no clear text token
codes exist, the encrypt-key 622 is ephemeral and destroyed
once it is used (or simply not re-used), and the secret 650 is
not stored in the clear, but stored in an encrypted form 652.

The process depicted in FIG. 6 is repeated for all token
codes for a relevant time period, according to a controlling
policy. Specifically, for every token registered in a system, the
server knows the seed or internal key used to generate the
token codes displayed on the token. By way of example, in
pre-generating the day files, a server process can increment
the GMT one minute, compute the passcode which would be
displayed at that minute on the user’s token, compute the data
for the day file, and then increment to the next minute. Simi-
larly, if the token is a counter based token, the server will
know the seed and the counter value of the last successful
authentication, and the server will step through all necessary
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counter values and compute the necessary token codes which
correspond to those counter values even though they have not
been used yet.

Also, at least one embodiment of the invention can include
implementation with challenge-response tokens as follows.
The server will pre-compute a set of random challenges as
well as the expected responses which would be computed by
the token when presented with those challenges. The
responses would be treated in the same manner as the token
code 602 in terms of the cryptographic operation shown in
FIG. 6. The challenges would be carried as an additional
element in the day file associated with the relevant identifier.
On the validator side (see, for example, FIG. 7), when an
authentication is needed, the challenge value would be read
from the next available element in the day file and presented
to the user. The user would enter the challenge into his or her
token, and the response would be treated in the same manner
as the token code 702 in the process illustrated in FIG. 7.

Additionally, the example embodiment of the invention
depicted in FIG. 6 shows the cryptographic operation 616 as
a SHA-256 bit hash and the output 618 as a digest, but it
should be appreciated that other cryptographic operations
(such as other hashes or encryptions) can be utilized. Also, the
output of the example embodiment depicted in FIG. 6 is 256
bits, but it is to be appreciated that other cryptographic opera-
tions may produce other output lengths.

As also detailed above in connection with FIG. 4, FIG. 7 is
a block diagram illustrating techniques carried out by a client-
side device (such as a user mobile device) according to an
embodiment of the invention. As noted above, prior to the
execution of the steps depicted in FIG. 7, the day file(s) 670
are loaded into the mobile device by the authentication server.
In at least one embodiment of the invention, the server sends
the day file(s) 670 to the mobile device upon full completion
of the techniques depicted in FIG. 6 (that is, when all token
codes have been processed). Also, in one or more embodi-
ments of the invention, the server can send the day file(s) 670
to the mobile device in stages and/or portions.

Accordingly, as illustrated in FIG. 7, a token code 702 (or
emergency code 704) entered by the user (the token code 602
having been displayed on his/her token) is combined with a
known salt value 606, an estimated (unknown) pepper value
708, and any additional data 611. The additional data 611 is
the same data used by the server in FIG. 6, and is known by the
mobile device. For example, the data can be stored separately
fromthe day file (such as in a registry, etc.). Additionally, such
additional data 611 might include, for example, a phone’s
International Mobile Equipment Identity (IMEI) number, a
cell phone number, a user 1D, etc.

Referring back to FIG. 7, the combination of the token code
702, salt value 606, estimated pepper value 708, and addi-
tional data 611 is used as input for a SHA-256 hash function
716 (or other cryptographic operation), which produces a
256-bit output hash digest 718. This output is partitioned into
two components: a (128-bit) component 720 that identifies
the token code 702 received from the user, and an ephemeral
(128-bit) key 722.

Step 721 includes determining whether the identifier com-
ponent 720 matches any of the identifiers stored in the day file
670. As noted above, the day file 670 is provided to the mobile
device subsequent to the techniques carried out in FIG. 6.
This transfer of the day file can be carried out in a variety of
ways, such as, for example, an on-demand mechanism, an
automated mechanism, a policy-driven mechanism, a push
from the server, a pull from the mobile device, etc. If no match
exists (via step 721), it is assumed that an incorrect pepper
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value estimate was used in the hash function, and the tech-
niques depicted in FIG. 7 are started anew with a different
pepper value.

In connection with the pepper value, on the server side, the
pepper value is randomly generated. The client side, however,
estimates or guesses the pepper value. By way merely of
example, the mobile device can begin at zero and step through
the pepper values one at a time, incrementing one per pass, for
each token code entered. Either the mobile device will even-
tually find the correct pepper value, in which case the authen-
tication will proceed successfully, or the mobile device will
run out of pepper values, in which case the token code was
incorrect and the authentication will fail. Further, in at least
one embodiment of the invention, because of time drifting on
the mobile device while disconnected, the application can
also accept a match within some reasonable and/or pre-deter-
mined time window (for example, five minutes) rather than
accepting only the match for the identifier associated with the
precise minute the token code was entered.

Referring back step 721 in FIG. 7, if there is a match
between the identifier component 720 and an identifier stored
in the day file 670, the encrypted secret 652 stored in the day
file 670 that corresponds with this matched identifier is
extracted and provided to the mobile device. The ephemeral
key 722 is then used in step 751 to decrypt this encrypted
secret 652, providing access to the secret 650. The ephemeral
key 722 is then destroyed (or simply not re-used).

FIG. 6 and FIG. 7 illustrate an example embodiment of the
invention which includes pepper, salt and additional data
values. These values are included to make the day files more
difficult for an attacker to crack or access. It should be appre-
ciated by one skilled in the art that one or more embodiments
of the invention can be implemented without one or more of
these noted values.

FIG. 8 is a flow diagram illustrating techniques according
to an embodiment of the present invention. Step 802 includes
processing authentication information via a cryptographic
operation to generate an output. The authentication informa-
tion, as described herein can include, for example, a token
code or an emergency code, as well as a salt value, a pepper
value, and one or more items of additional data.

At least one embodiment of the invention can also include
computing strength of a user device associated with the
authentication information, determining a size of the pepper
value based on the computed strength of the user device, and
creating a policy associated with the pepper value, wherein
said policy defines content permitted on the user device.
Additionally, one or more embodiments of the invention can
further include creating a list of multiple entries, wherein
each entry comprises, for one of multiple user devices, a user
device identifier and the pepper value corresponding to the
user device, and providing the list to a policy server, wherein
each of the multiple entries represents an assurance level for
the corresponding user device.

Step 804 includes partitioning the output into (i) a compo-
nent that identifies the authentication information and (ii) an
encryption key component. Step 806 includes encrypting an
item of cryptographic information via the encryption key
component. As described herein, the cryptographic informa-
tion can include a key, an activation code, a password, etc.
Step 808 includes storing the component that identifies the
authentication information and the encrypted item of crypto-
graphic information.

The techniques depicted in FIG. 8 can also include destroy-
ing the encryption key component subsequent to encrypting
the item of cryptographic information via the encryption key
component. Alternatively, in at least one embodiment of the
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invention, in lieu of destroying the encryption key, the
encryption key is simply not re-used. Additionally, at least
one embodiment of the invention includes repeating said
processing, partitioning, encrypting and storing steps for each
of one or more items of authentication information associated
with a user device (for example, repeating said processing,
partitioning, encrypting and storing steps for each token code
that can be displayed by a user token).

Also, the techniques depicted in FIG. 8 can also include
providing the stored component that identifies the authenti-
cation information and the stored encrypted item of crypto-
graphic information to a device (for example a user mobile
device).

FIG. 9 is a flow diagram illustrating techniques according
to an embodiment of the present invention. Step 902 includes
processing authentication information via a cryptographic
operation to generate an output. In at least one embodiment of
the invention, the authentication information item (a token
code or an emergency code) can also be combined with at
least one of a salt value, a pepper value, and one or more
additional data items. Step 904 includes partitioning the out-
put into (i) a component that identifies the authentication
information and (ii) a decryption key component. Step 906
includes determining whether the component that identifies
the authentication information matches a stored component.

Step 908 includes decrypting a stored encrypted item of
cryptographic information via the decryption key component
if the component that identifies the authentication informa-
tion matches a stored component, wherein the stored
encrypted item of cryptographic information is associated
with the stored component. The stored item of cryptographic
information can include a key, an activation code, a password,
etc.

The techniques depicted in FIG. 9 can also include destroy-
ing the decryption key component subsequent to decrypting
the stored encrypted item of cryptographic information via
the decryption key component. Alternatively, in at least one
embodiment of the invention, in lieu of destroying the decryp-
tion key, the decryption key is simply not re-used. Addition-
ally, at least one embodiment of the invention includes pro-
cessing different authentication information via a
cryptographic operation if the component that identifies the
authentication information does not match a stored compo-
nent.

In at least one embodiment of the invention, the decrypted
item of cryptographic information enables a mobile device
full access to a protected resource. Additionally, in at least one
embodiment of the invention, the decrypted item of crypto-
graphic information enables a mobile device partial access to
a protected resource.

Authentication techniques of the type described herein
may be implemented in a wide variety of different applica-
tions. An additional exemplary communication system appli-
cation that may incorporate such techniques will now be
described with reference to FIG. 10.

Referring to FIG. 10, a communication system 1000 com-
prises a plurality of mobile telephones 1002-1 and 1002-2 and
computers 1004-1, 1004-2 and 1004-3, configured to com-
municate with one another over a network 1006.

Any two or more of the devices 1002 and 1004 may cor-
respond to cryptographic devices configured to implement at
least one embodiment of the invention, as previously
described. It is to be appreciated that the techniques disclosed
herein can be implemented in numerous other applications.

FIG. 11 illustrates one possible implementation of a given
client-side computing device, authentication authority, proxy
device, protected resource or another processing device of the
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example network environment of FIG. 1. The processing
device 1100 in this implementation includes a processor 1110
coupled to a memory 1120 and a network interface 1130.
These device elements may be implemented in whole or in
part as a conventional microprocessor, digital signal proces-
sor, application-specific integrated circuit (ASIC) or other
type of circuitry, as well as portions or combinations of such
circuitry elements. As will be appreciated by those skilled in
the art, portions of an authentication technique in accordance
with an embodiment of the invention can be implemented at
least in part in the form of one or more software programs that
are stored in memory 1120 and executed by the correspond-
ing processor 1110. The memory 1120 is also used for storing
information used to perform computations or other opera-
tions associated with the disclosed authentication on tech-
niques.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It is to be
appreciated that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

As further described herein, such computer program
instructions may also be stored in a computer readable
medium that can direct a computer, other programmable data
processing apparatus, or other devices to function in a par-
ticular manner, such that the instructions stored in the com-
puter readable medium produce an article of manufacture
including instructions which implement the function/act
specified in the flowchart and/or block diagram block or
blocks. Accordingly, as further detailed below, at least one
embodiment of the invention includes an article of manufac-
ture tangibly embodying computer readable instructions
which, when implemented, cause a computer to carry out
techniques described herein.

The computer program instructions may also be loaded
onto a computer or other devices to cause a series of opera-
tional steps to be performed on the computer, other program-
mable apparatus or other devices to produce a computer
implemented process such that the instructions which execute
on the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

The flowchart and block diagrams in the figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, component, segment, or
portion of code, which comprises at least one executable
instruction for implementing the specified logical func-
tion(s). It should be noted that the functions noted in the block
may occur out of the order noted in the figures.

Accordingly, the techniques described herein can include
providing a system, wherein the system includes distinct soft-
ware modules, each being embodied on a tangible computer-
readable recordable storage medium (for example, all mod-
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ules embodied on the same medium, or each modules
embodied on a different medium). The modules can run, for
example, on a hardware processor, and the techniques
detailed herein can be carried out using the distinct software
modules of the system executing on a hardware processor.

Additionally, the techniques detailed herein can also be
implemented via a computer program product that includes
computer useable program code stored in a computer read-
able storage medium in a data processing system, wherein the
computer useable program code was downloaded over a net-
work from a remote data processing system. The computer
program product can also include, for example, computer
useable program code that is stored in a computer readable
storage medium in a server data processing system, wherein
the computer useable program code is downloaded over a
network to a remote data processing system for use in a
computer readable storage medium with the remote system.

As will be appreciated by one skilled in the art, aspects of
the present invention may take the form of an entirely hard-
ware embodiment, an entirely software embodiment (includ-
ing firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “module” or
“system.”

An aspect of the invention or elements thereof can be
implemented in the form of an apparatus including a memory
and at least one processor that is coupled to the memory and
operative to perform the techniques detailed herein. Also, as
described herein, aspects of the present invention may take
the form of a computer program product embodied in a com-
puter readable medium having computer readable program
code embodied thereon.

As will be appreciated, any combination of computer read-
able media may be utilized. The computer readable medium
can include a computer readable signal medium or a com-
puter readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. Examples include an electrical
connection having one or more wires, a portable computer
diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-
only memory (EPROM), Flash memory, an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, and/or any
suitable combination of the foregoing. More generally, a
computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

Additionally, a computer readable signal medium may
include a propagated data signal with computer readable pro-
gram code embodied therein, for example, in baseband or as
part of a carrier wave. Such a propagated signal may take any
of a variety of forms such as, for example, electro-magnetic,
optical, or a suitable combination thereof. More generally, a
computer readable signal medium may be any computer read-
able medium that is not a computer readable storage medium
and that can communicate, propagate, or transport a program
for use by or in connection with an instruction execution
system, apparatus, or device.

Program code embodied on a computer readable medium
can be transmitted using an appropriate medium such as, for
example, wireless, wireline, optical fiber cable, RF, and/or a
suitable combination of the foregoing. Computer program
code for carrying out operations in accordance with one or
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more embodiments of the invention can be written in any
combination of at least one programming language, including
an object oriented programming language, and conventional
procedural programming languages. The program code may
execute entirely on a user’s computer, partly on a user’s
computer, as a stand-alone software package, partly on a
users computer and partly on a remote computer, or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

In light of the above descriptions, it should be understood
that the components illustrated herein can be implemented in
various forms of hardware, software, or combinations
thereof, for example, application specific integrated circuit(s)
(ASICS), functional circuitry, an appropriately programmed
general purpose digital computer with associated memory,
etc.

Terminology used herein is for the purpose of describing
particular embodiments only and is not intended to be limit-
ing of the invention. For example, the singular forms “a,” “an”
and “the” are intended to include the plural forms as well,
unless clearly indicated otherwise. It will be further under-
stood that the terms “comprises” and/or “comprising,” as
used herein, specify the presence of stated features, integers,
steps, operations, elements, and/or components, but do not
preclude the presence or addition of another feature, integer,
step, operation, element, component, and/or group thereof.
Additionally, the corresponding structures, materials, acts,
and equivalents of all means or step plus function elements in
the claims are intended to include any structure, material, or
act for performing the function in combination with other
claimed elements as specifically claimed.

It should again be emphasized that the above-described
embodiments of the invention are presented for purposes of
illustration only. Many variations and other alternative
embodiments may be used. For example, the techniques are
applicable to a wide variety of other types of communication
systems and cryptographic devices that can benefit from
using token code to protect data contained in a mobile con-
tainer. Accordingly, the particular illustrative configurations
of'system and device elements detailed herein can be varied in
other embodiments. These and numerous other alternative
embodiments within the scope of the appended claims will be
readily apparent to those skilled in the art.

What is claimed is:

1. A method comprising:

processing authentication information generated by a
server via a cryptographic operation to generate an out-
put, wherein said processing comprises combining the
authentication information with (i) a salt value and (ii) a
pepper value based on a computed strength of a user
device associated with the authentication information;

partitioning the output into (i) a component that identifies
the authentication information and (ii) an encryption key
component;

encrypting an item of cryptographic information via the
encryption key component, wherein the item of crypto-
graphic information comprises a mobile data manage-
ment container credential stored on the server;

transferring (i) the component that identifies the authenti-
cation information and (ii) the encrypted mobile data
management container credential from the server to a
mobile platform;
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storing, in non-volatile memory contained within the
mobile platform, (i) the component that identifies the
authentication information and (ii) the encrypted mobile
data management container credential;

creating a list of one or more entries, wherein a respective

one of the one or more entries comprises (i) an identifier
for the user device associated with the authentication
information and (ii) the pepper value corresponding to
the user device associated with the authentication infor-
mation; and

providing the list to a policy server.

2. The method of claim 1, further comprising:

repeating at least said processing, partitioning, encrypting

and storing steps for each of one or more items of
authentication information associated with a user
device.

3. The method of claim 2, wherein repeating at least said
processing, partitioning, encrypting and storing steps for each
of one or more items of authentication information associated
with a user device comprises repeating said processing, par-
titioning, encrypting and storing steps for each token code
that can be displayed by a user token.

4. The method of claim 1, further comprising:

providing the stored component that identifies the authen-

tication information and the stored encrypted item of
cryptographic information to a device.

5. The method of claim 4, wherein the device comprises a
user mobile device.

6. The method of claim 1, wherein the authentication infor-
mation comprises at least one of a token code and an emer-
gency code.

7. The method of claim 1, further comprising:

creating a policy associated with the pepper value, wherein

said policy defines content permitted on the user device.
8. The method of claim 1, wherein the mobile data man-
agement container credential comprises at least one of a key,
an activation code, a password, and a cryptographic value
used to protect a mobile data management container.
9. An article of manufacture comprising a processor-read-
able non-transitory storage medium having processor-read-
able instructions tangibly embodied thereon which, when
implemented, cause a processor to carry out steps compris-
ing:
processing authentication information generated by a
server via a cryptographic operation to generate an out-
put, wherein said processing comprises combining the
authentication information with (i) a salt value and (ii) a
pepper value based on a computed strength of a user
device associated with the authentication information;

partitioning the output into (i) a component that identifies
the authentication information and (ii) an encryption key
component;
encrypting an item of cryptographic information via the
encryption key component, wherein the item of crypto-
graphic information comprises a mobile data manage-
ment container credential stored on the server;

transferring (i) the component that identifies the authenti-
cation information and (ii) the encrypted mobile data
management container credential from the server to a
mobile platform;

storing, in non-volatile memory contained within the

mobile platform, (i) the component that identifies the
authentication information and (ii) the encrypted mobile
data management container credential;

creating a list of one or more entries, wherein a respective

one of the one or more entries comprises (i) an identifier
for the user device associated with the authentication
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information and (ii) the pepper value corresponding to
the user device associated with the authentication infor-
mation; and
providing the list to a policy server.
10. An apparatus comprising:
a memory; and
at least one processor coupled to the memory and config-
ured to:
process authentication information generated by a
server via a cryptographic operation to generate an
output, wherein said processing comprises combining
the authentication information with (i) a salt value and
(ii) a pepper value based on a computed strength of a
user device associated with the authentication infor-
mation;
partition the output into (i) a component that identifies
the authentication information and (ii) an encryption
key component;
encrypt an item of cryptographic information via the
encryption key component, wherein the item of cryp-
tographic information comprises a mobile data man-
agement container credential stored on the server;
transfer (i) the component that identifies the authentica-
tion information and (ii) the encrypted mobile data
management container credential from the server to a
mobile platform;
store, in non-volatile memory contained within the
mobile platform, (i) the component that identifies the
authentication information and (ii) the encrypted
mobile data management container credential;
create a list of one or more entries, wherein a respective
one of the one or more entries comprises (i) an iden-
tifier for the user device associated with the authenti-
cation information and (ii) the pepper value corre-
sponding to the user device associated with the
authentication information; and
provide the list to a policy server.
11. A method comprising:
processing authentication information inputted by a user
onto a mobile platform via a cryptographic operation to
generate an output, wherein said processing comprises
combining the authentication information with (i) a salt
value and (ii) a pepper value based on a computed
strength of a user device associated with the authentica-
tion information;
partitioning the output into (i) a component that identifies
the authentication information and (ii) a decryption key
component;
determining whether the component that identifies the
authentication information matches a stored component
transferred from a server and stored in non-volatile
memory contained within the mobile platform;
decrypting a stored encrypted item of cryptographic infor-
mation, transferred from the server, via the decryption
key component if the component that identifies the
authentication information matches a stored component,
wherein the stored encrypted item of cryptographic
information (i) is associated with the stored component,
(i1) comprises a mobile data management container cre-
dential, and (iii) is stored in non-volatile memory con-
tained within the mobile platform;
transferring the decrypted mobile data management con-
tainer credential to a mobile data management container
within the mobile platform for use therewith;
creating a list of one or more entries, wherein a respective
one of the one or more entries comprises (i) an identifier
for the user device associated with the authentication



US 9,154,304 B1

19

information and (ii) the pepper value corresponding to
the user device associated with the authentication infor-
mation; and

providing the list to a policy server.

12. The method of claim 11, further comprising:

processing different authentication information via a cryp-

tographic operation if the component that identifies the
authentication information does not match a stored com-
ponent.

13. The method of claim 11, wherein the mobile data
management container credential comprises at least one of a
key, an activation code, a password, and a cryptographic value
used to protect a mobile data management container.

14. The method of claim 11, wherein the mobile data
management container credential comprises a token code.

15. An article of manufacture comprising a processor-read-
able non-transitory storage medium having processor-read-
able instructions tangibly embodied thereon which, when
implemented, cause a processor to carry the steps comprising:

processing authentication information inputted by a user

onto a mobile platform via a cryptographic operation to
generate an output, wherein said processing comprises
combining the authentication information with (i) a salt
value and (ii) a pepper value based on a computed
strength of a user device associated with the authentica-
tion information;

partitioning the output into (i) a component that identifies

the authentication information and (ii) a decryption key
component;
determining whether the component that identifies the
authentication information matches a stored component
transferred from a server and stored in non-volatile
memory contained within the mobile platform;

decrypting a stored encrypted item of cryptographic infor-
mation, transferred from the server, via the decryption
key component if the component that identifies the
authentication information matches a stored component,
wherein the stored encrypted item of cryptographic
information (i) is associated with the stored component,
(i1) comprises a mobile data management container cre-
dential, and (iii) is stored in non-volatile memory con-
tained within the mobile platform;

transferring the decrypted mobile data management con-

tainer credential to a mobile data management container
within the mobile platform for use therewith;

creating a list of one or more entries, wherein a respective

one of the one or more entries comprises (i) an identifier
for the user device associated with the authentication
information and (ii) the pepper value corresponding to
the user device associated with the authentication infor-
mation; and

providing the list to a policy server.
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16. An apparatus comprising:

a memory; and

at least one processor coupled to the memory and config-

ured to:

process authentication information inputted by a user
onto a mobile platform via a cryptographic operation
to generate an output, wherein said processing com-
prises combining the authentication information with
(1) a salt value and (ii) a pepper value based on a
computed strength of a user device associated with the
authentication information;

partition the output into (i) a component that identifies
the authentication information and (ii) a decryption
key component;

determine whether the component that identifies the
authentication information matches a stored compo-
nent transferred from a server and stored in non-vola-
tile memory contained within the mobile platform;

decrypt a stored encrypted item of cryptographic infor-
mation, transferred from the server, via the decryption
key component if the component that identifies the
authentication information matches a stored compo-
nent, wherein the stored encrypted item of crypto-
graphic information (i) is associated with the stored
component, (i) comprises a mobile data management
container credential, and (iii) is stored in non-volatile
memory contained within the mobile platform;

transfer the decrypted mobile data management con-
tainer credential to a mobile data management con-
tainer within the mobile platform for use therewith;

create a list of one or more entries, wherein a respective
one of the one or more entries comprises (i) an iden-
tifier for the user device associated with the authenti-
cation information and (ii) the pepper value corre-
sponding to the user device associated with the
authentication information; and

provide the list to a policy server.

17. The article of manufacture of claim 9, wherein the
mobile data management container credential comprises at
least one of a key, an activation code, a password, and a
cryptographic value used to protect a mobile data manage-
ment container.

18. The article of manufacture of claim 9, wherein the
authentication information comprises at least one of a token
code and an emergency code.

19. The apparatus of claim 10, wherein the mobile data
management container credential comprises at least one of a
key, an activation code, a password, and a cryptographic value
used to protect a mobile data management container.

20. The apparatus of claim 10, wherein the authentication
information comprises at least one of a token code and an
emergency code.
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